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Who's accountable 
when your hotel's 
AI speaks?

trustyou.com



AI outpaces 
governance
2025 was the year guest-facing AI went mainstream in 
hotels — chatbots and messaging agents now answer 
guests around the clock, across every channel.

But governance hasn’t kept pace. Most hotels deployed 
AI faster than they wrote the rules for it — and the gap 
between what the AI can say and what the hotel has 
actually agreed it should say is exactly where the risk 
lives. This report maps that gap, and how to close it.
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Control lags deployment

🤖

78%
of hotel chains already 

use AI

💬

42%
say chatbots are their 

#1 AI use case

Most hotels are now making statements to 
guests — about rates, policies, refunds — 
through a system they have never governed. 
The exposure compounds with every 
property you add.

⚠️

6%
have a company-wide 

AI strategy
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Your AI is your 
property
“It makes no difference whether the information 
comes from a static page or a chatbot.” In February 
2024 the BC tribunal held Air Canada directly liable 
for a refund policy its chatbot invented (Moffatt v. 
Air Canada).

What this means: the “our vendor’s AI said it” 
defense is dead. If an agent speaks under your 
brand, you own what it says — a conclusion the 
American Bar Association reached the same year.
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https://www.cbc.ca/news/canada/british-columbia/air-canada-chatbot-lawsuit-1.7116416
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https://www.americanbar.org/groups/business_law/resources/business-law-today/2024-february/bc-tribunal-confirms-companies-remain-liable-information-provided-ai-chatbot/


74%
of firms have rolled back or 
paused an AI customer agent

Sinch's 2026 survey of 2,527 enterprises across six 

industries.

Wrong — with 
confidence
Even well-built AI invents facts — confidently. 
McKinsey calls inaccuracy the #1 risk of AI 
deployment.

What this means: an ungoverned chatbot will, 
statistically, tell a guest something untrue — and 
the confident, well-phrased inventions slip past 
review. Grounding answers in hotel-defined 
content (RAG) cuts hallucination to the low single 
digits (Vectara, 2026).
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https://sinch.com/news/sinch-releases-ai-production-paradox/
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
https://github.com/vectara/hallucination-leaderboard


Bad AI leaks 
bookings
64% of customers would prefer companies didn’t use 
AI in customer service at all (Gartner, 2024), even 
though chatbots resolve most simple queries on 
their own (Tidio, 2025). And 66% of travellers won’t 
trust AI to book or buy on their behalf (Expedia, 
2026).

What this means: trust is the real asset, and 
accuracy failures spend it fast. Once a guest catches 
the AI getting something wrong, they stop relying on 
it — an ungoverned agent taxes that trust one 
interaction at a time.
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https://www.tidio.com/blog/helpful-chatbots/
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The regulatory grace period is ending
Feb 2024 Aug 2024 Aug 2026

🔔⚖️ 📜

Air Canada held liable EU AI Act in force Art. 50 disclosure applies
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https://www.americanbar.org/groups/business_law/resources/business-law-today/2024-february/bc-tribunal-confirms-companies-remain-liable-information-provided-ai-chatbot/
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https://www.edpb.europa.eu/news/national-news/2025/ai-italian-supervisory-authority-fines-company-behind-chatbot-replika_en
https://witness.ai/blog/conversational-ai-hospitality/


THE FRAMEWORK

The Four 
Guardrails
Capability without control is liability. Four hotel-defined 
guardrails turn an AI agent from exposure into an asset.



Knowledge 
boundary
The AI answers only from knowledge the hotel provides 
— your documents, SOPs, rates and policies — never the 
open internet. Anything outside that scope escalates 
instead of guessing.

What this controls: this is the structural fix for the 
confidence problem. Grounding responses in hotel-
defined content moves hallucination from the high rates 
of ungrounded AI down to the low single digits (Vectara) 
on the questions guests actually ask.
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Action authority
The hotel defines what the agent may do 
autonomously — bookings, modifications, 
payments, surveys and transactional messages 
across WhatsApp, email, webchat and SMS, all 
flowing into the CDP and PMS — and what must 
hand off to staff.

What this controls: guardrails are hotel-defined 
authority, not limited functionality. The agent is 
fully capable; you set the conditions under which it 
acts and where the boundaries sit.
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Human escalation
When a query falls outside the knowledge boundary 
or crosses a high-stakes threshold, the conversation 
hands off to a human — it does not improvise. Out-
of-scope inputs hit the escalation path, not a 
generation loop.

What this controls: it is also the best defense 
against prompt injection — the #1 OWASP LLM risk. 



There is no route from “the AI doesn’t know” to “the 
AI invented an answer.”
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https://witness.ai/blog/conversational-ai-hospitality/


Audit trail
Every conversation is logged — timestamped, 
searchable, reviewable on demand. If a guest 
complains, or a regulator asks what your AI said 
on a specific date, the answer is retrievable.

What this controls: this is the Air Canada 
defense made operational, and the evidence 
base for GDPR and EU AI Act documentation. It 
doubles as an ops tool — improve the 
knowledge base from real conversation data.
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With vs. without guardrails

ngoverned AI

~25%
of responses hallucinate

uardrailed AI

~2%
on domain uestions (RA, )

Owns invented statements

Erodes hard-won guest trust

Improvised AI disclosure

Risk multiplies per property

Audit trail proves what was said

Accurate, on-brand, every 
channel

AI identity by design (Art. 50)

Central guardrails, per property

our outcome

✓
what good governance buys

Lower legal exposure

Defensible compliance

Protected bookings

Scales cleanly
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The questions buyers ask first
How the four guardrails answer the questions every hotelier asks before they buy.

🔁 🔒 🙋

Can it act on my 
behalf?
Yes — across every channel and into the 

CDP and PMS. You set which actions run 

autonomously and which hand off to 

staff. (Action authority.)

What stops a guest 
gaming it?
o openinternet access means theres 

no hidden instruction to unlock — and 

the AI identifies itself as AI per  AI Act 

Article . (nowledge boundary.)

What if it doesn't 
know?
It escalates to a human with full context 

and logs every step, instead of inventing 

an answer. (Human escalation + audit 

trail.)
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The 2026 
governance 
playbook

Write the AI policy — document what the AI may say and 
do, signed off by management (closes the 41% gap).


Ground the AI — train it only on reviewed, current content 
(RAG). Your hallucination control.


Set authority + escalation — define autonomous vs. staff-
handoff actions, and staff the path.


Turn on the audit trail — confirm hotel-admin access to 
the full conversation log.


Be Article 50 ready — make the AI declare itself and 
disclose at first interaction.


Assign GDPR roles — document controller/processor 
responsibilities now, not under audit.
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By the numbers
The case for governance, in four figures.

74%
re b n  ent 

66%
nt trust  t b

6%
he  

#1
t  rs nury 
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https://www.theregister.com/ai-ml/2026/05/13/ai-customer-service-bots-get-rolled-back-at-74-of-firms/5239800
https://partner.expediagroup.com/en-gb/resources/blog/ai-trust-gap-why-travelers-continue-to-choose-trusted-brands
https://h2c.de/work/research/2025-ai-automation-study
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https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai


THE BOTTOM LINE

Capability is no longer the differentiator. 

Control is. The hotels that win with AI can prove 

what it said, to a guest or a regulator, on any 

given day.
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TRUSTYOU AI AGENT

AI that 
answers to 
you
The TrustYou AI Agent is built on the same 
four guardrails — fully capable across every 
channel, and controlled by you.

Knowledge 
boundary
Answers only from your content — 

documents, rates, policies — never 

the open web.

Human escalation
Anything out of scope routes to 

your team, not a generation loop.

Action authority
You set which actions run 

autonomously — bookings, 

payments, surveys, into the CDP & 

PMS — and which hand off to staff.

Audit trail
Every interaction logged, across 

channels and languages; the AI 

always declares itself (Art. 50).
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Deploy AI 
you can 
stand 
behind

GET STARTED

Book a walkthrough  →

https://my.trustyou.com/contact-us?utm_source=ai_guardrails_whitepaper&utm_medium=content&utm_campaign=ai_guardrails_2026&utm_content=cta_contact

